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WINS	  WORKSHOP	  ANNOUNCEMENT	  
UNDERSTANDING	  AND	  MITIGATING	  THE	  INSIDER	  THREAT	  
	  

	  
	  

	  
INTRODUCTION	  AND	  AIMS	  
Individuals	   with	   authorised	   access	   are	   commonly	   referred	   to	   as	  
insiders.	  What	  makes	  them	  so	  dangerous	  is	  that	  they	  are	  able	  to	  take	  
advantage	  of	  their	  access	  rights	  and	  knowledge	  of	  a	  facility,	  as	  well	  as	  
their	  authority	  over	  staff,	  to	  bypass	  dedicated	  security	  measures.	  They	  
can	   also	   threaten	   cyber	   security,	   safety	   measures,	   and	   material	  
control	  and	  accountancy	  (MC&A).	   Insiders	  are	   likely	  to	  have	  the	  time	  
to	   plan	   their	   actions;	   in	   addition,	   they	   may	   work	   with	   others	   who	  
share	  their	  objectives.	  As	  a	  concerned	  professional,	  you	  are	  well	  aware	  
that	  no	  matter	  how	  serious	  the	  threat	  from	  outsiders	  may	  be,	  it	  can	  be	  
leveraged	  or	  multiplied	  through	  the	  help	  of	  one	  or	  more	  insiders.	  

This	   International	   Best	   Practice	   Workshop	   will	   focus	   on	   the	   measures	   to	   prevent,	   detect	   and	   respond	   to	   insider	  
actions,	  and	  will	  draw	  on	  best	  practices	  from	  the	  nuclear	  industry	  and	  other	  sensitive	  or	  high	  value	  sectors.	  

The	  workshop	  will	  examine	  the	  latest	  and	  most	  effective	  methods	  to	  assess	  and	  manage	  insider	  threats.	  It	  will	  explore	  
programme	  and	  tools	  developed	  to	  ensure	  the	  reliability	  of	  personnel	  accessing	  critical	  areas	  or	  information,	  and	  will	  
also	  reach	  out	  to	  the	  intelligence	  community	  and	  how	  they	  contribute	  to	  insider	  mitigation.	  

KEY	  OBJECTIVES	  

• To	  discuss	  how	  security	  requires	  the	  presence,	  judgment,	  and	  decision-‐making	  capabilities	  of	  individuals	  and	  
what	  human	  behaviours	  and	  characteristics	  may	  impact	  effective	  implementation	  of	  nuclear	  security;	  

• To	  identify	  and	  discuss	  motivation,	  intention	  and	  capabilities	  of	  insiders	  and	  to	  review	  real	  life	  examples	  and	  
applicable	  case	  studies;	  

• To	  review	  the	  key	  components	  of	  insider	  mitigation	  programmes,	  with	  a	  particular	  focus	  on	  human	  reliability	  
programmes;	  

• To	  review	  methods	  to	  assess	  the	  vulnerabilities	  of	  materials	  and	  facilities	  against	  internal	  threats;	  

• To	  examine	   the	   role	   and	  benefits	  of	   an	  effective	  material	   control	   and	  accountancy	  programme	   to	   support	  
insider	  mitigation	  programmes;	  

• To	  discuss	  cyber	  security	  and	  the	  insider	  risk;	  

• To	  review	  existing	  tools	  and	  technologies	  developed	  for	  mitigating	  the	  insider	  risk;	  

• To	   learn	   from	   other	   sectors	   and	   to	   provide	   participants	   with	   the	   opportunity	   to	   network	   and	   share	  
experiences	  and	  best	  practices	  utilised	  across	  the	  nuclear	  and	  other	  industries.	  

The	  workshop	  will	   also	   provide	   an	  opportunity	   for	   participants	   to	   learn	  more	   about	   the	  WINS	  publications	   dealing	  
with	   insider	  mitigation	  programmes.	  Relevant	  publications	  will	  be	  updated	  based	  on	  the	  discussions	  and	  findings	  of	  
this	  event.	  

	  

	  

29	  September	  –	  01	  October	  2014	  -‐	  Vienna,	  Austria	  	  
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TARGETED	  AUDIENCE	  
• Security	  managers	  
• Intelligence	  agencies	  and	  other	  relevant	  law	  enforcement	  

organisations	  
• Facility	  managers	  and	  operators	  
• Policy	  makers	  and	  regulators	  
• Human	  resources	  managers	  
• Psychologists	  and	  other	  experts	  in	  human	  factors	  
• Security	  experts,	  consultants	  and	  vendors	  

	  
The	  workshop	  will	  be	  conducted	  in	  English	  and	  will	  only	  draw	  on	  unclassified	  
information.	  	  
	  
In	   line	   with	  WINS’	   innovative	   approach,	   this	   event	   will	   be	   interactive	   and	  
professionally	   facilitated.	   The	  workshop	  will	   be	  made	   up	   of	   presentations,	  
plenary	  and	  group	  discussions.	  
	  
Participation	  will	  be	   limited.	  Attendees	  will	  be	  expected	  to	  meet	  their	  own	  
costs	   for	  travel	  and	  accommodation.	  However,	  workshop	  costs	  will	  be	  met	  
by	  WINS.	  No	  registration	  fee	  is	  required.	  	  
	  

LOCATION	  

Wolke	  19	  (ARES	  Tower)	  
Donau-‐City-‐Straße	  11.	  1220	  Wien,	  Austria	  
	  

	  
	  

	   	  

CONTACT	  INFORMATION	  	  
If	  you	  need	  more	  information	  or	  would	  like	  to	  register	  please	  contact:	  

Mr.	  Jadallah	  Hammal	  
World	  Institute	  for	  Nuclear	  Security	  
Tel:	  +43	  1	  23060	  6086	  
Mobile:	  +43	  6765	  704053	  
jadallah.hammal@wins.org	  
	  
	  


